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$BEM : Prof. Yashwant K. Malaiya & (The Computer Science Department at Colorado
State University, Professor)

#H : Applying Software Reliability Concepts to Quantitative Software Security

¥IZE . Potential breaches due to presence of unremedied vulnerabilities represent
considerable risks, not only to commercial organizations but also to governments as well
as individuals. Since vulnerabilities are specific types of software defects, we face a
question - to what extent the concepts from software reliability are applicable to
software security? We will examine some of the recent developments in quantitative
modeling of security risks and will consider some of the problems that still need to be

examined.
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FEEEHR . [Multidisciplinary Issues and Safety Analysis of Complex Systems |
SEEMIE : Traditional and contemporary methods for failure risk analysis generally
consider only a few factors and as statistically independent events. Large hydro dams are
complex systems but in the analysis of dam failure risk, the considered areas are

hydrotechnical, geotechnical, structural, and seismic. However, modern large dam
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failures have many other causing factors such as operational, monitoring, automation,
climate change, value change, and grid impacts that have been mostly neglected and
must be considered including any statistical dependence of those events in a new
reliability and safety framework. Analyzing these risk factors requires new data to be
collected, such as dam operation data, needing a comprehensive data architecture
(measures, data collection, and open database). Exploring what factors need to be
studied and what corresponding data need to be collected is itself a major new study and
in this talk various motivations for such a study will be presented. A brief discourse on
operations of reservoirs using modern stochastic optimization techniques will also be

presented using an interactive website.
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